


Session Objectives

- Hear tips on how to know if an app is safe.

- Hear about some of the great solutions which have met the review criteria in  few clinical areas.

- Learn how to find great digital health solutions and  how to recommend digital health to your vulnerable 

communities

How to find the best apps to support your vulnerable 

communities during the COVID -19 crisis



What are the main barriers to using Digital Health Apps?

Awareness
Apps are not yet part of the day to day 

management of health and care related 

conditions

Accessibility
Finding and matching Apps to 

support your needs or those of your 

service users is very difficult

Trust
The lack of a suitable quality indicator inhibits 

the embracing of Apps by end users and 

professionals in health and care space. 
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Governance
The lack of clarity around the 

regulatory landscape and the 

appropriate governance foundations 

delivers organisational uncertainty. 



When you first look at a Digital Health App you need to first consider its risk:

1. Look at when the app was last updated

2. Look at who the app is trying to target ðClinicians, Adults, Teenagers, Children

3. Consider how complex the solution is

4. Consider what the features and functions are



The Regulatory Puzzle What Applies to what?

Security
Data
Privacy

Clinical 
Assurance User

Experience

Data & Privacy

In the EU, Apps are now largely governed by GDPR 

Regulations. However emerging standards around the 

additional requirements to support System 

Interoperability will undoubtedly add more layers on top 

of the base GDPR position. Key areas of focus will be 

the ómodel of consentô and authentication solutions.

Clinical Assurance

This is an area that is packed with regulations, 

standards and policy requirements depending on the 

jurisdiction in question. Key regulations include, 

Medical Device Regulations (with major changes 

coming into force shortly), CQC Registration, Clinical 

Safety standards, and requirements around evidence 

of effectiveness and impact.

Security

NHS Digital have focussed their Digital Assessment 

around security on compliance with OWASP best 

practice guidelines for Apps and Web based solutions. 

Whilst existing accreditation regimes such as Cyber 

Essentials and ISO27001 are relevant, the need to 

demonstrate ósecurity by designô and suitable 

vulnerability testing is also becoming key.

User Experience

This is currently the area that is least impacted by 

Regulation. There are some standards around usability 

and accessibility, but true User Experience metrics or 

KPIs are hard to come by, with the primary user 

feedback mechanisms highly prone to misuse. 



Review 
Domains

Data and 
Privacy

Clinical 
Assurance

User 
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Security and 
Technical 
Standards

Commercial 
Models

Features, 
Functions and 
Classification

Works with

Designed for

Developer DD

Other areas to consider



Introducing covid19.orcha.co.uk

http://covid19.orcha.co.uk/is a 

library of apps that have been 

identified as relevant to support 

COVID related concerns, and 

reviewed by ORCHA; including 

against additional relevant 

criteria

http://covid19.orcha.co.uk/
http://covid19.orcha.co.uk/


How can Digital Health Apps help with COVID -19?

Diabetes Respiratory Mental Health Sleep Maternity

Physiotherapy Cardiology/Circulatory Gastro Cancer Symptom Checkers

Caring for the Elderly Pharmacy Services Online Consultations Diet and Fitness COVID-19 Specific



Whatõs on the site and why?

The apps we have selected on this COVID-19 support site come from the c1,000+ reviewed products 

that have demonstrated a high level of compliance and quality in all of the relevant review domains. We 

have then selected apps that:

¶ Provide remote support to those populations defined as vulnerable

¶ Provide a replacement to support normally received in face-to-face clinical or psychological care

¶ Can support the general population to stay healthy and well, both physically and mentally

¶ Are directly supporting the response to COVID-19

https://www.gov.uk/government/publications/guidance-on-shielding-and-protecting-extremely-vulnerable-persons-from-covid-19/guidance-on-shielding-and-protecting-extremely-vulnerable-persons-from-covid-19


Finding the Right App for You

There are a few ways to find the best 

and safest apps in these areas.  

You can enter a word or condition into 

the ôEnter keyword searchõ fieldê



Finding the Right App for You

ê or you can choose from the 

selection of categories linked to 

COVID-19 and see the highest 

rated apps in that areaê

ê and you can use filters to help you 

find the right app for you, your 

budget, your device, etc...



Finding the Right App for You

ê then you can read more 

about what they do, and how 

theyõve been reviewed, as 

well as any additional 

COVID-19 related 

informationê

ê and of course you can Share 

them over social media, or 

Download them via the 

relevant app store



Mental Health

IAPT  Pathway

CBT

Example app below

Primary Care mental Health

Low level stress and Anxiety 
Childrem

Example app below: 

Primary Care mental Health

Low level stress and Anxiety 
Teenagers

Example app below: 

Primary Care mental 
Health

Low level stress and 
Anxiety Adult

Example app below: 
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IAPT

Sleep

Example app 
below

IAPT  Pathway

Suicide and Self Harm

Example app below

To find apps related to Mental Health, visit covid19.orcha.co.ukand search ôMental Healthõ


